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Independence Administrators

INDEPENDENCE ADMINISTRATORS
HEALTH BENEFITS PROGRAMS NOTICE
OF PRIVACY PRACTICES'

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT
YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET
ACCESS TO THIS INFORMATION

PLEASE REVIEW IT CAREFULLY.

Independence Administrators values you as a customer, and protection of your privacy is
very important to us. In conducting our business, we will create and maintain records that
contain protected health information about you and the health care provided to you as a
member of our health plans.

Note: “Protected health information” or “PHI” is information about you, including information
that can reasonably be used to identify you and that relates to your past, present or future
physical or mental health or condition, the provision of health care to you or the payment for
that care.

We protect your privacy by:

limiting who may see your PHI,

limiting how we may use or disclose your PHI;

informing you of our legal duties with respect to your PHI,;
explaining our privacy policies; and

adhering to the policies currently in effect.

This Notice describes our privacy practices, which include how we may use, disclose,
collect, handle, and protect our members’ protected health information. We are required by
certain federal and state laws to maintain the privacy of your protected health information.
We also are required by the federal Health Insurance Portability and Accountability Act (or
“HIPAA”) Privacy Rule to give you this Notice about our privacy practices, our legal duties,
and your rights concerning your protected health information.

This revised Notice took effect on October 27, 2017, and will remain in effect until we
replace or modify it.

1 Benefits are underwritten by QCC Insurance Company. Administrative services performed by Independence
Administrators.

Independence Administrators and QCC Insurance Company are independent licensees of the Blue Cross and
Blue Shield Association.



Copies of this Notice

You may request a copy of our Notice at any time. If you want more information about our
privacy practices, or have questions or concerns, please contact Member Services by calling
the telephone number on the back of your Member Identification Card, or contact us using
the contact information at the end of this Notice.

Changes to this Notice

The terms of this Notice apply to all records that are created or retained by us which contain
your PHI. We reserve the right to revise or amend the terms of this Notice. A revised or
amended Notice will be effective for all of the PHI that we already have about you, as well
as for any PHI we may create or receive in the future. We are required by law to comply with
whatever Privacy Notice is currently in effect. You will be notified of any material change to
our Privacy Notice before the change becomes effective. When necessary, a revised Notice
will be mailed to the address that we have on record for the contract holder of your member
contract, and will also be posted on our web site at www.ibx.com.

Potential Impact of State Law

The HIPAA Privacy Rule generally does not “preempt” (or take precedence over) state
privacy or other applicable laws that provide individuals greater privacy protections. As a
result, to the extent state law applies, the privacy laws of a particular state, or other federal
laws, rather than the HIPAA Privacy Rule, might impose a privacy standard under which we
will be required to operate. For example, where such laws have been enacted, we will follow
more stringent state privacy laws that relate to uses and disclosures of the protected health
information concerning HIV or AIDS, mental health, substance abuse/chemical dependency,
genetic testing, reproductive rights, etc.

How We May Use and Disclose Your Protected Health Information (PHI)

In order to administer our health benefit programs effectively, we will collect, use and
disclose PHI for certain of our activities, including payment of covered services and health
care operations.

The following categories describe the different ways in which we may use and disclose your
PHI. Please note that every permitted use or disclosure of your PHI is not listed below.
However, the different ways we will, or might, use or disclose your PHI do fall within one of
the permitted categories described below.

Treatment: We may disclose information to doctors, pharmacies, hospitals and other health
care providers who take care of you to assist in your treatment or the coordination of your
care.

Payment: We may use and disclose your PHI for all payment activities including, but not
limited to, collecting premiums or to determine or fulfill our responsibility to provide health
care coverage under our health plans. This may include coordinating benefits with other
health care programs or insurance carriers, such as Medicare or Medicaid. For example, we
may use and disclose your PHI to pay claims for services provided to you by doctors or
hospitals which are covered by your health plan(s), or to determine if requested services are
covered under your health plan. We may also use and disclose your PHI to conduct
business with other Independence Administrators affiliate companies.

Health Care Operations: We may use and disclose your PHI to conduct and support our
business and management activities as a health insurance issuer. For example, we may use
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and disclose your PHI to determine our premiums for your health plan, to conduct quality
assessment and improvement activities, to conduct business planning activities, to conduct
fraud detection programs, to conduct or arrange for medical review, or to engage in care
coordination of health care services.

We may also use and disclose your PHI to offer you one of our value added programs like
smoking cessation or discounted health related services, or to provide you with information
about one of our disease management programs or other available Independence
Administrators health products or health services.

We may also use and disclose your PHI to provide you with reminders to obtain preventive
health services, and to inform you of treatment alternatives and/or health related benefits
and services that may be of interest to you.

Marketing: Your PHI will not be sold, used or disclosed for marketing purposes without your
authorization except where permitted by law. Such exceptions may include: a marketing
communication to you that is in the form of (a) a face-to-face communication, or (b) a
promotional gift of nominal value.

Release of Information to Plan Sponsors: Plan sponsors are employers or other
organizations that sponsor a group health plan. We may disclose PHI to the plan sponsor of
your group health plan as follows:

¢ We may disclose “summary health information” to your plan sponsor to use to
obtain premium bids for providing health insurance coverage or to modify, amend
or terminate its group health plan. “Summary health information” is information
that summarizes claims history, claims expenses, or types of claims experience
for the individuals who participate in the plan sponsor’s group health plan;

¢ We may disclose PHI to your plan sponsor to verify enrollment/disenroliment in
your group health plan;

o We may disclose your PHI to the plan sponsor of your group health plan so that
the plan sponsor can administer the group health plan; and

e |If you are enrolled in a group health plan, your plan sponsor may have met
certain requirements of the HIPAA Privacy Rule that will permit us to disclose
PHI to the plan sponsor. Sometimes the plan sponsor of a group health plan is
the employer. In those circumstances, we may disclose PHI to your employer.
You should talk to your employer to find out how this information will be used.

Research: We may use or disclose your PHI for research purposes if certain conditions are
met. Before we disclose your PHI for research purposes without your written permission, an
Institutional Review Board (a board responsible under federal law for reviewing and
approving research involving human subjects) or Privacy Board reviews the research
proposal to ensure that the privacy of your PHI is protected, and to approve the research.

Required by Law: We may disclose your PHI when required to do so by applicable law. For
example, the law requires us to disclose your PHI:

e When required by the Secretary of the U.S. Department of Health and Human
Services to investigate our compliance efforts; and

Page 3 of 11



e To health oversight agencies, to allow them to conduct certain Health Oversight
Activities described below.

Public Health Activities: We may disclose your PHI to public health agencies for public
health activities that are permitted or required by law, such as to:

prevent or control disease, injury or disability;

maintain vital records, such as births and deaths;

report child abuse and neglect;

notify a person about potential exposure to a communicable disease;

notify a person about a potential risk for spreading or contracting a disease or
condition;

report reactions to drugs or problems with products or devices;

¢ notify individuals if a product or device they may be using has been recalled; and
o notify appropriate government agency(ies) and authority(ies) about the potential
abuse or neglect of an adult patient, including domestic violence.

Health Oversight Activities: We may disclose your PHI to a health oversight agency for
activities authorized by law, such as: audits; investigations; inspections; licensure or
disciplinary actions; or civil, administrative, or criminal proceedings or actions. Health
oversight agencies seeking this information include government agencies that oversee: (i)
the health care system; (ii) government benefit programs; (iii) other government regulatory
programs; and (iv) compliance with civil rights laws.

Lawsuits and Other Legal Disputes: WWe may disclose your PHI in response to a court or
administrative order, subpoena, discovery request, or other lawful process once we have
met all administrative requirements of the HIPAA Privacy Rule.

Law Enforcement: We may disclose your PHI to law enforcement officials under certain
conditions. For example, we may disclose PHI:

to permit identification and location of witnesses, victims, and fugitives;

in response to a search warrant or court order;

as necessary to report a crime on our premises;

to report a death that we believe may be the result of criminal conduct; or
in an emergency, to report a crime.

Coroners, Medical Examiners, or Funeral Directors: We may release PHI to a coroner or
medical examiner. This may be necessary, for example, to identify a deceased person or to
determine the cause of death. We also may disclose, as authorized by law, information to
funeral directors so that they may carry out their duties.

Organ and Tissue Donation: We may use or disclose your PHI to organizations that
handle organ and tissue donation and distribution, banking, or transplantation.

To Prevent a Serious Threat to Health or Safety: As permitted by law, we may disclose

your PHI if we believe that the disclosure is necessary to prevent or lessen a serious and
imminent threat to the health or safety of a person or the public.
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Military and National Security: We may disclose to military authorities the PHI of Armed
Forces personnel under certain circumstances. We may disclose to authorized federal
officials PHI required for lawful intelligence, counter-intelligence, and other national security
activities.

Inmates: If you are a prison inmate, we may disclose your PHI to the prison or to a law
enforcement official for: (1) the prison to provide health care to you; (2) your health and
safety, and the health and safety of others; or (3) the safety and security of the prison.

Underwriting: We will not use genetic information about you for underwriting purposes.

Workers’ Compensation: As part of your workers’ compensation claim, we may have to
disclose your PHI to a worker's compensation carrier.

To You: When you ask us to, we will disclose to you your PHI that is in a “designated record
set.” Generally, a designated record set contains medical, enroliment, claims and billing
records we may have about you, as well as other records that we use to make decisions
about your health care benefits. You can request the PHI from your designated record set
as described in the section below called “Your Privacy Rights Concerning Your Protected
Health Information.”

To Your Personal Representative: If you tell us to, we will disclose your PHI to someone
who is qualified to act as your personal representative according to any relevant state laws.
In order for us to disclose your PHI to your personal representative, you must send us a
completed Independence Administrators Personal Representative Designation Form or
documentation that supports the person’s qualification according to state law (such as a
power of attorney or guardianship). To request the Independence Administrators Personal
Representative Designation Form, please contact Member Services at the telephone
number listed on the back of your Member Identification card, print the form from our web
site at www.ibx.com, or write us at the address at the end of this Notice. However, the
HIPAA Privacy Rule permits us to choose not to treat that person as your personal
representative when we have a reasonable belief that: (i) you have been, or may be,
subjected to domestic violence, abuse or neglect by the person; (ii) treating the person as
your personal representative could endanger you; or (iii) in our professional judgment, it is
not in your best interest to treat the person as your personal representative.

To Family and Friends: Unless you object, we may disclose your PHI to a friend or family
member who has been identified as being involved in your health care. We also may
disclose your PHI to an entity assisting in a disaster relief effort so that your family can be
notified about your condition, status, and location. If you are not present or able to agree to
these disclosures of your PHI, then we may, using our professional judgment, determine
whether the disclosure is in your best interest.

Parents as Personal Representatives of Minors: In most cases, we may disclose your
minor child’s PHI to you. However, we may be required to deny a parent’s access to a
minor’s PHI according to applicable state law.

Health Information Exchanges

We share your health information electronically through certain Health Information
Exchanges (“HIEs”). A HIE is a secure electronic data sharing network. In accordance with
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applicable federal and state privacy and security requirements, regional health care
providers participate in HIEs to exchange patient information in real-time to help facilitate
delivery of health care, avoid duplication of services, and more efficiently coordinate care.
As a participant in HIEs, Independence Administrators shares your health information we
may have received when a claim has been submitted for services you have received among
authorized participating providers, such as physicians, hospitals, and health systems for the
purpose of treatment, payment and health care operations as permitted by law.

During an emergency, patients and their families may forget critical portions of their medical
history which may be very important to the treating physician who is trying to make a quick,
accurate diagnosis in order to treat the sick patient. Independence Administrators through its
participation in an HIE makes pertinent medical history, including diagnoses, studies, lab
results, medications and the treating physicians we may receive on a claim available to
participating emergency room physicians while the patient is receiving care. This is
invaluable to the physician, expediting the diagnosis and proper treatment of the patient.

Your treating providers who participate with an HIE, and also submit health information with
the HIE, will have the ability to access your health information through the HIE and send
records to your treating physicians. Through direct requests to the HIE, we will receive
various types of protected health information such as pharmacy or laboratory services, or
information when you have been discharged from a hospital which may be used to
coordinate your care, provide case management services, or otherwise reduce duplicative
services and improve the overall quality of care to our members. All providers that
participate in HIEs agree to comply with certain privacy and security standards relating to
their use and disclosure of the health information available through the HIE.

As an Independence Administrators member, you have the right to opt-out which means
your health information will not be accessible through the HIE. Through the regional HIE
(https://www.hsxsepa.org/patient-options-opt-out-back website) or the State HIE
(http://www.paehealth.org/consent) consumers or providers can access an online, fax, or
mail form permitting patients to remove themselves (opt out) or reinstate themselves (opt
back in) to the HIE. It will take approximately one business day to process an opt-out
request. If you choose to opt-out of the HIE, your health care providers will not be able to
access your information through the HIE. Even if you opt-out, this will not prevent your
health information from being made available and released through other means (i.e. fax,
secure email) to authorized individuals, such as network providers for paying claims,
coordinating care, or administering your health benefits in accordance with the law and in
the normal course of conducting our business as permitted under applicable law. For more
information on HIEs, please go to https://www.hsxsepa.org or to https://paehealth.org.

Right to Provide an Authorization for Other Uses and Disclosures

e Other uses and disclosures of your PHI that are not described above will be
made only with your written authorization.

¢ You may give us written authorization permitting us to use your PHI or disclose it
to anyone for any purpose.

e We will obtain your written authorization for uses and disclosures of your PHI that
are not identified by this Notice, or are not otherwise permitted by applicable law.

Any authorization that you provide to us regarding the use and disclosure of your PHI may

be revoked by you in writing at any time. After you revoke your authorization, we will no
longer use or disclose your PHI for the reasons described in the authorization. Of course,
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we are unable to take back any disclosures that we have already made with your
authorization. We may also be required to disclose PHI as necessary for purposes of
payment for services received by you prior to the date when you revoked your authorization.

Your authorization must be in writing and contain certain elements to be considered a valid
authorization. For your convenience, you may use our approved Independence
Administrators Authorization Form. To request the Independence Administrators
Authorization Form, please contact Member Services at the telephone number listed on the
back of your Member Identification card, print the form from our web site at www.ibx.com, or
write us at the address at the end of this Notice.

Your Privacy Rights Concerning Your Protected Health Information (PHI)

You have the following rights regarding the PHI that we maintain about you. Requests to
exercise your rights as listed below must be in writing. For your convenience, you may use
our approved Independence Administrators form(s). To request a form, please contact
Member Services at the telephone number listed on the back of your Member Identification
card or write to us at the address listed at the end of this Notice.

Right to Access Your PHI: You have the right to inspect or get copies of your PHI
contained in a designated record set. Generally, a “designated record set” contains medical,
enroliment, claims and billing records we may have about you, as well as other records that
we may use to make decisions about your health care benefits. However, you may not
inspect or copy psychotherapy notes or certain other information that may be contained in a
designated record set.

You may request that we provide copies of your PHI in a format other than photocopies
such as by electronic means in certain situations. We will use the format you request unless
we cannot practicably do so. We may charge a reasonable fee for copies of PHI (based on
our costs), for postage, and for a custom summary or explanation of PHI. You will receive
notification of any fee(s) to be charged before we release your PHI, and you will have the
opportunity to modify your request in order to avoid and/or reduce the fee. In certain
situations, we may deny your request for access to your PHI. If we do, we will tell you our
reasons in writing, and explain your right to have the denial reviewed.

Right to Amend Your PHI: You have the right to request that we amend your PHI if you
believe there is a mistake in your PHI, or that important information is missing. Approved
amendments made to your PHI will also be sent to those who need to know, including
(where appropriate) Independence Administrators’ vendors (known as "Business
Associates"). We may also deny your request if, for instance, we did not create the
information you want amended. If we deny your request to amend your PHI, we will tell you
our reasons in writing, and explain your right to file a written statement of disagreement.

Right to an Accounting of Certain Disclosures: You may request, in writing, that we tell
you when we or our Business Associates have disclosed your PHI (an “Accounting”). Any
accounting of disclosures will not include those we made:

for payment, or health care operations;

to you or individuals involved in your care;
with your authorization;

for national security purposes;
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e to correctional institution personnel; or
o before April 14, 2003.

The first accounting in any 12-month period is without charge. We may charge you a
reasonable fee (based on our cost) for each subsequent accounting request within a 12-
month period. If a subsequent request is received, we will notify you of any fee to be
charged, and we will give you an opportunity to withdraw or modify your request in order to
avoid or reduce the fee.

Right to Request Restrictions: You have the right to request, in writing, that we place
additional restrictions on our use or disclosure of your PHI. We are not required to agree to
your request. However, if we do agree, we will be bound by our agreement except when
required by law, in emergencies, or when information is necessary to treat you. An approved
restriction continues until you revoke it in writing, or until we tell you that we are terminating
our agreement to a restriction.

Right to Request Confidential Communications: You have the right to request that we
use alternate means or an alternative location to communicate with you in confidence about
your PHI. For instance, you may ask that we contact you by mail, rather than by telephone,
or at work, rather than at home. Your written request must clearly state that the disclosure of
all or part of your PHI at your current address or method of contact we have on record could
be an endangerment to you. We will require that you provide a reasonable alternate address
or other method of contact for the confidential communications. In assessing
reasonableness, we will consider our ability to continue to receive payment and conduct
health care operations effectively, and the subscriber’s right to payment information. We
may exclude certain communications that are commonly provided to all members from
confidential communications. Examples of such communications include benefit booklets
and newsletters.

Right to a Paper Copy of This Notice: You have the right to receive a paper copy of our
Notice of Privacy Practices. You can request a copy at any time, even if you have agreed to
receive this Notice electronically. To request a paper copy of this Notice, please contact
Member Services at the telephone number on the back of your Member Identification Card.

Right to Notification of a Breach of Your PHI: You have the right to and will be notified
following a breach of your unsecured PHI or if a security breach occurs involving your PHI.

Your Right to File a Privacy Complaint

If you believe your privacy rights have been violated, or if you are dissatisfied with
Independence Administrators’ privacy practices or procedures, you may file a complaint with
the Independence Administrators Privacy Office and with the Secretary of the U.S.
Department of Health and Human Services.

You will not be penalized for filing a complaint.
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To file a privacy complaint with us, you may contact Member Services at the telephone
number on the back of your member ID card, or you may contact the Privacy Office as
follows:

Independence Administrators
Attn: Privacy Official

1900 Market Street
Philadelphia, PA 19103

Fax: 215-238-7993

E-mail: HIPAAInquiries@ibxtpa.com
Phone: 215-830-2579

Page 9 of 11



Nondiscrimination Notice and Notice of Availability of Auxiliary Aids and Services

Blue Student Health complies with applicable Federal civil rights laws and does not
discriminate on the basis of race, color, national origin, age, disability, or sex. Blue
Student Health does not exclude people or treat them differently because of race, color,
national origin, age, disability, or sex.

Blue Student Health:

e Provides free aids and services to people with disabilities to communicate
effectively with us and written information in other formats, such as large print

e Provides free language services to people whose primary language is not
English and information written in other languages

If you need these services, contact our Civil Rights Coordinator.

If you believe that Blue Student Health has failed to provide these services or
discriminated in another way on the basis of race, color, national origin, age, disability,
or sex, you can file a grievance with our Civil Rights Coordinator.

There are four ways to file a grievance directly with Blue Student Health:

¢ by mail: Independence Administrators,
ATTN: Civil Rights Coordinator, 1900 Market Street, Philadelphia, PA 19103;

e by phone: 888-547-5080 (TTY 711);
o by fax: 215-761-0920; or
e by email: IACivilRightsCoordinator@ibxtpa.com.

If you need help filing a grievance, our Civil Rights Coordinator is available to help you.

You can also file a civil rights complaint with the U.S. Department of Health and Human
Services, Office for Civil Rights electronically through the Office for Civil Rights Complaint
Portal, available at https://ocrportal.hhs.gov/ocr/portal/lobby.jsf or by mail or phone at:
U.S. Department of Health and Human Services, 200 Independence Avenue SW, Room
509F, HHH Building, Washington, DC 20201, 1-800-368-1019, 800-537-7697 (TDD).
Complaint forms are available at http://www.hhs.gov/ocr/office/file/index.html.

Language Access Services

ATTENTION: If you speak English, language assistance services, free of charge, are
available to you. Call the number on your ID card (TTY: 711).

ATENCION: si habla espafiol, tiene a su disposicion servicios gratuitos de asistencia
lingliistica. Llame al niumero que aparece en su tarjeta de identificacion (TTY: 711).

EE WREMEAR AR, SRR AIE SRS . BEAREIDR ERHEIESE.

LUV Y: Néu quy vi néi tiéng Viét, c6 dich vu tre’ giip ngén ngtr mién phi danh cho quy
vi. Xin goi s6 dién thoai trén thé ID clia quy vi.

BHMAHWE: Ecnun Bbl rOBOpPUTE NO-PYCCKN, BaM npeanaratoTca 6ecnnarHble yenyru
nepepoguuka. Mo3BoHUTe No TenedoHy Ha BaLUeM YA0CTOBEPEHUN.

Wann du [Deitsch (Pennsylvania German / Dutch)] schwetzscht, kannscht du mitaus
Koschte ebber gricke, ass dihr helft mit die englisch Schprooch. Ruf die Nummer uff dei
ID-Card uff.



T @Fo] FAMR 27 Lad & Aty ID 7h=d vdgls HER
Ager L. EGAARAE 88 Bod £ &

ATTENZIONE: se parla italiano, sono disponibili per lei servizi di assistenza linguistica
gratuiti. Contatti il numero che vede sulla sua carta d'identita.

iy pall A8y e 3 g salt a8 1 e Gual Ulae @l 5 48 5ia &y sall) aclisall cilanis (8 Ay jall onads cuS 1Y ol
ldaall

ATTENTION: Si vous parlez francais, des services d'assistance linguistique gratuits
sont a votre disposition. Appelez le numéro indiqué sur votre carte d'identité.

HINWEIS: Wenn Sie Deutsch sprechen, steht lhnen tUber Language Assistance
Services ein Dolmetscher kostenlos zur Verfiigung. Wenden Sie sich an die Nummer
auf lhrer ID-Karte.

e2dlot AU ;o AT PRl cllcll Al &, dll AMIRL HLe sl sl AcuA, (Aot Y&,
GUAGU B, HIRLID 818 URell olel? UR Sl 83U

UWAGA: jesli méwisz po polsku, mozesz skorzysta¢ z bezptatnej pomocy jezykowej.
Zadzwon pod numer podany na Twojej karcie identyfikacyjnej.

ATANSYON: Si ou pale kreydl ayisyen, gen asistans ak lang disponib pou ou gratis.
Rele nimewo ki sou do kat idantifikasyon ou a.

BM: PRISUERSUNBMAN BS-21 sl g umaniEURHRMGNSNUHRY
UGBS MBI MU

ATENCAO: se vocé fala portugués, servicos de assisténcia a idioma estao disponiveis
gratuitamente para vocé. Ligue para o numero no seu cartdo de identificagéo.

BAA AKONINIZIN: Diné bizaad bee yanilti'go, ata’ hane' bee aka i'iilyeed t'aa jiik'e bee na
ahoot'i'. Naaltsoos bee nééhdzingo nanitinigii bik'ehgo hane'i bikaa'igii bich'{' holne'.

PAUNAWA: Kung nagsasalita ka ng Tagalog, makakakuha ka ng mga serbisyo ng
tulong para sa wika nang walang bayad. Tawagan ang numero sa ID card ninyo.

ER BAFEERELICLAERE. SEXEY—ERZEHTIARAVEETEYS.
IDA—FOBEBICHEBEZ &L,

ol U 05 e Lad il 5o I8 4 e Ana ) 0SS leda 1S (0 Cimia i Gl 4 S e s
A8 Ol 3 gh e @IS (g 0240 AL 3
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